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Abstract. Discussions about generally accepted rules for personal data protection began in the 1970s, and 
in the early 1980s, the first international instruments appeared. Modern information technologies and cross-
border data exchange have led to a discussion of the need to harmonize national laws for personal data protec-
tion.

This article discusses international instruments for protecting personal data and the works of foreign scholars. 
The purpose of the study is to analyze international instruments and identify common positions, characteristics and 
differences. The practical value of the article lies in the fact that it allows us to understand the desire of countries to 
harmonize their national data protection regimes. The scientific relevance lies in that the existing international legal 
norms and approaches to regulating personal data protection outside of Kazakhstan have yet to be studied in Kazakh-
stani legal science. The discussions presented in this article are of scientific and practical interest to undergraduate, 
graduate and doctoral students.

General scientific and particular research methods were used to prepare the study. The normative basis of the study 
was the OECD Guidelines, Convention 108, UN Guidelines, APEC Framework, DPD, and the GDPR. The theoretical 
basis is the publications of well-known foreign scholars in the field of privacy, such authors as Graham Greenleaf, Chris-
topher Kuner, Priscilla Regan, Anu Bradford, Colin Bennett and others.

As a result of the study, it was concluded that most foreign authors recognize the European data protection model as 
a globally recognized standard being implemented in many countries.

Key words: privacy, personal data, GDPR, Convention 108, APEC Framework, OECD Guidelines, UN Guidelines, 
Directive 95/46/EC.

Introduction

Data protection was conceived after World War 
II and was driven by increased surveillance during 
the communist post-war era. Discussions about a 
generally accepted standard for protecting personal 
data began in the 1970s. In the early 1980s, the first 
international instruments, namely the OECD Guide-
lines and Convention 108, appeared concerning the 
regulation of international data transfer.

The rules governing personal data protection on 
the Internet were developed decades before the first 
tablets, smartphones, social networks or e-commerce 
were created or used. However, new technologi-
cal developments have led to other problems in the 
modern networked information society in protecting 
personal privacy and freedom that the existing data 
protection rules cannot solve.

Modern technologies and business models, in 
particular cloud computing and location-based ser-
vices, greatly impacted the transborder personal 

data flows at national and international levels. The 
globalization of socio-economic and political rela-
tions, the introduction of information and Internet 
technologies in international trade and interstate 
data exchange led to a discussion of the existence 
or need to develop a single international regulatory 
standard for protecting personal data. De Hert and 
Papakonstantinou note that contemporary global 
and complex personal data processing makes inter-
national data privacy governance more necessary 
than ever (De Hert and Papakonstantinou 2013: 
274). The OECD Guidelines, Convention 108, the 
UN Guidelines, the Asia-Pacific Economic Coop-
eration Framework (APEC Framework), the Direc-
tive 95/46/EC (Data Protection Directive or DPD), 
and its successor, the GDPR, are most frequently 
discussed in the academic literature as an interna-
tional instrument governing privacy. Opinions differ 
among authors regarding which of the listed legal 
instruments can be recognized as the gold or global 
standard for privacy protection. 
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Problem statement
Privacy laws vary widely across the globe in 

scope and strength of regulation. With the develop-
ment of the Internet and information technology, the 
increased data exchange between commercial and 
government agencies has led to changes in exist-
ing and the formation of new national privacy laws. 
Moreover, in connection with the current cross-bor-
der data flow in the context of global trade, the need 
for harmonization of national laws or the existence 
of generally accepted international rules is becoming 
increasingly important.

Legislation in some countries has been influ-
enced by the Fair Information Principles (or FIP), 
implemented as a global model in the OECD Guide-
lines with non-binding character. The Universal 
Declaration of Human Rights (UDHR) and the In-
ternational Covenant on Civil and Political Rights 
(ICCPR) also establish a global understanding of 
the right to respect private life as a constitutional 
norm. However, implementing the constitutional 
norm by special laws on the confidentiality of in-
formation in individual countries has similarities 
and differences.

The EU aimed to protect EU citizens’ personal 
data when processed outside the EU. The European 
data protection regime restricts the export of per-
sonal data from the EU to countries that do not have 
the same degree of privacy protection as in Europe 
(adequacy requirement). Despite allegations of ex-
traterritorial action, this data export requirement has 
encouraged non-EU legal systems to enact laws like 
the DPD. For this reason, some scholars see the Eu-
ropean regime as the gold standard or global model 
for protecting personal data.

However, more countries have or are implement-
ing rules similar to data protection in Europe. The in-
centive is often the desire to secure revenue streams 
from EU companies and consumers. In other words, 
the national legislation of non-European countries is 
influenced by an external force and not by the pres-
ence of an internal priority of confidentiality.

The countries of the South American and Afri-
can continents are building their own privacy rules 
that are more part of the constitutional privacy re-
gime, have more general constitutional guarantees, a 
lack of detail, and a vague constitutional statement. 
In other words, South American and African states 
do not have any general confidentiality regimes.

Following the OECD Guidelines, the APEC 
Framework has been adopted for countries in the 
Asia-Pacific region, which attempts to establish 
common privacy protection principles for APEC 

countries. However, can the regional APEC Frame-
work be considered a global legal model?

There is not comprehensive privacy law in 
America like in the EU. The US data protection re-
gime is fragmented, sectoral, and in some critical 
cases, supported by soft rather than imperative legis-
lation. For this reason, the US privacy regime did not 
meet EU adequacy requirements, and US companies 
had legal problems. However, some privacy issues 
are more effective in the US than Europe. Never-
theless, the US data protection model can hardly be 
considered a global one.

The UN Guidlines are seen as another tool for 
global data protection. Considering that the UN is 
essentially an international organization, it is evident 
that the UN’s Guidelines should have been imple-
mented on all continents. However, this did not hap-
pen due to their voluntary nature. Nevertheless, the 
UN Guidlines have influenced the widespread adop-
tion of privacy principles worldwide.

 
Research question
Globalization of economic and socio-political 

relations is becoming inevitable for all countries. In-
formation technologies penetrate deeper into all so-
cial and interstate relations, exacerbating the risks to 
human rights. One way or another, exchanging data 
at the interstate level or in the commercial sector has 
become a reality and a necessity in every country.

In the context of different legal systems and ex-
isting international instruments in the field of priva-
cy protection, is there a regulation followed or rec-
ognized globally as a model framework that unifies 
different approaches?

Purpose of the study
This article will consider the views of scientists 

on international agreements governing the protec-
tion of personal data. This article aims to conduct 
a comparative analysis of international instruments 
and works of foreign authors to identify common po-
sitions, characteristics and differences in their con-
clusions. The practical value of the article lies in the 
fact that it allows us to understand the desire of the 
world community to harmonize the legal regime for 
the protection of personal data to establish mutually 
applicable rules for the protection of personal data, 
thereby bringing national laws closer together. The 
scientific relevance lies in the fact that the existing 
international legal norms and approaches to regulat-
ing personal data protection outside of Kazakhstan 
have been little studied in Kazakhstani legal science. 
The discussions presented in this article are of scien-
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tific and practical interest to undergraduate, gradu-
ate, and doctoral students.

Materials and methods

General scientific, general and particular re-
search methods were used to prepare the study. The 
normative basis of the study was international legal 
acts, in particular the OECD Guidelines, Convention 
108, the UN Guidelines, the Asia-Pacific Economic 
Cooperation Framework (APEC Framework), the 
former Directive 95/46/EC (DPD), and the GDPR. 
Functional and comparative analysis of these inter-
national documents was carried out, and their pro-
visions were studied, compared and analyzed. The 
normative comparison shows similarities and dif-
ferences in the approach to protecting personal data, 
the legal force of international instruments and their 
mandatory implementation at the national level.

The theoretical basis is the publications of well-
known foreign lawyers in the field of privacy, such 
authors as Graham Greenleaf, Christopher Kuner, 
Alessandro Mantelero, Paul de Hert, Vagelis Papa-
konstantinou, Priscilla Regan, Anu Bradford, Colin 
Bennett and others.

Results and discussions

In this section, we consider the OECD Guide-
lines, Convention 108, UN Guidelines, APEC 
Framework, Directive 95/46/EC, and the GDPR and 
opinions of well-known foreign scholars in the field 
of privacy about international privacy regulations.

OECD Guidelines
OECD Guidelines state basic principles of data 

protection: collection limitation, data quality, pur-
pose specification, use limitation, security safe-
guards, openness, individual participation (which 
includes access to data and correction), and account-
ability. Greenleaf notes them as ‘global elements 
common to four international instruments’ (Green-
leaf 2012: 73), meaning the OECD Guidelines, Con-
vention 108, APEC Framework, and DPD. OECD 
Guidelines also provide the free flow and legitimate 
restrictions for transborder data flow. 

However, the OECD Guidelines are not legally 
binding, and member states are recommended to con-
sider them in their domestic legislation. Many schol-
ars note this recommendatory feature of the OECD 
Guidelines. For example, according to Greenleaf 
(2013: 11), the very title of the OECD document im-
plies that they are just guidelines, ‘they have no le-

gal effect anywhere’. Sunni Yuen thinks that OECD 
data protection principles are ‘not strong’ but were 
‘the foundation of the DPD’ which was adopted by 
the EU in 1995 (Yuen 2007-2008: 63). Kuner (Kun-
er 2009: 314) also believes that the OECD recom-
mendations influenced the content of national laws 
and other international instruments, but at the same 
time were not legally binding. 

Probably the OECD Guidelines themselves did 
not aim to be binding. Perhaps they intended to set 
up a consensus about fundamental fair principles that 
could be the “first step” for subsequent binding inter-
national agreements (paragraph 8 of the Explanatory 
Memorandum to the OECD Guidelines). Paragraphs 
14 and 20 of the Explanatory Memorandum to the 
OECD Guidelines refer to Convention 108, which 
was adopted by the Committee of Ministers of the 
Council of Europe on 17 September 1980 and was to 
be legally binding on its Parties. 

Convention 108
In academic literature, Convention 108 has more 

admission as an international framework for data 
protection because of its binding nature compared to 
OECD Guidelines. Convention’s Article 4.1 obliges 
the Parties to take measures in domestic law to give 
effect to basic principles for data protection. 

In addition, Convention 108 (Articles 10 and 
12.2) about sanctions and transborder data flow is 
more straightforward than the respective provisions 
of OECD Guidelines (paragraphs 19 and 17). The 
adequacy criterion for the exchange of personal 
data between signatory states to Convention No. 
108 has become one of the most critical official 
provisions for the first time, according to De Hert 
and Papakonstantinou (de Hert and Papakonstanti-
nou 2014: 633).

Also, Convention 108 is open for accession by 
non-members of the Council of Europe (Article 23). 
That means Convention 108 could be an internation-
al agreement and spread the core privacy principles 
beyond the European borders. Kuner (Kuner 2009: 
313) views the Convention as having potentially a 
‘universal’ application, i.e., proving the basis for 
global data protection standards. In his view, Con-
vention 108 already contains an international treaty-
based data protection framework (Kuner 2014: 66). 
His position is supported by Graham Greenleaf, who 
characterizes the Convention as a key instrument of 
global governance of privacy which has no realistic 
competitors» (Greenleaf 2012: 91).

De Hert and Papakonstantinou highlighted the 
reasons for the continued relevance of Convention 
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No. 108, adopted in 1981, in the mid-2010s (de Hert 
and Papakonstantinou 2014: 635). Firstly, it is the 
binding nature of Convention 108, despite the docu-
ment’s rather broad and flexible text. Secondly, per-
sons covered by the provisions of Convention 108 
on data processing were extended to public and pri-
vate sector entities, including law enforcement agen-
cies. Third, Convention 108, as a specialized instru-
ment of the European Convention on Human Rights, 
further developed the implementation of Article 8 
on privacy. In addition, Convention 108 allowed in-
dividuals to bring claims against governments and 
law enforcement agencies to an international court, 
the European Court of Human Rights in Strasbourg 
(ECtHR).

Nevertheless, the rhythms of technological de-
velopment and global trade with increasing transbor-
der data flow entailed amending Convention 108. In 
November 2001, the Additional Protocol to Conven-
tion 108 was opened for signature by its Parties. In 
2012 the amendment process started and ended in 
May 2018 with the adoption of the modernized Con-
vention 108+. Greenleaf marked the data protection 
principles of the revised Convention as ‘very con-
siderably stronger than those in the OECD Guide-
lines’ (Greenleaf 2013: 5). The updated standards 
of Convention 108+ provide balanced protection of 
personal data globally. According to Greenleaf, the 
modernized provisions are “not too hot or too cold” 
but “just right” (Greenleaf 2013 : 12) to ensure that 
they eventually become globally accepted.

Mantelero tends to define the modernized Con-
vention 108+ as a global standard for privacy rather 
than the new European Regulation, the GDPR (Man-
telero 2021: 4). Differing data protection cultures, 
levels of maturity among services and service pro-
viders, and phases of the digital economy inevitably 
make the GDPR too ambitious a standard to be ac-
cepted everywhere. In addition, as an expression of 
the EU’s regulatory policy, the GDPR is unlikely to 
be championed by its economic and political com-
petitors. 

Mantelero believes that the gold standard in the 
form of GDPR, whose provisions are not flexible but 
rather too strict, is challenging to implement in coun-
tries outside of Europe. In this case, it seems more 
feasible to develop a global standard, which could 
be Convention 108+ (Mantelero 2021: 4). Conven-
tion 108+ does not set the bar too high, but at the 
same time, it is the only international instrument ca-
pable of setting a threshold corresponding to the ef-
fective protection of human rights and freedoms and 
the effectiveness explicitly recognized in the GDPR 

(Mantelero 2021: 4). A striking example of this is 
the accession to the Convention of 108+ countries of 
the South American and African continents. To date, 
ten countries that are non-members of the Council of 
Europe have joined Convention 108.

UN Guidelines 
According to de Hert and Papakonstantinou, 

the UN has distanced itself from the issues of inter-
national privacy regulation even though it has ad-
opted the Guiding Principles, hosted international 
information society events, and has corresponding 
subdivsions (de Hert and Papakonstantinou 2013: 
288). 

There is not much support for voluntary UN 
Guidelines to be deemed a global data protection 
framework. For instance, Kuner notes that UN 
Guidelines’ high-level data protection principles 
‘have been of limited practical relevance’(Kuner 
2009: 313). However, he admits that the non-bind-
ing instruments of the UN and the OECD in the field 
of data protection have influenced laws worldwide 
(Kuner 2009 : 314). Birnhak also notes a cumulative 
effect of the OECD and UN Guidelines because they 
disseminated data protection principles and raised 
awareness around the globe (Birnhack 2008 : 512). 
However, Birnhak stresses the lack of binding force 
and the UN Guidelines’ implementation procedures 
(Birnhack 2008: 511). 

On the contrary, De Hert and Papakonstantinou 
note that UN guidelines have been unfairly under-
used. They point out UN Guidelines’ advantages (de 
Hert and Papakonstantinou 2013: 321), particularly 
the absence of strict national or regional approaches 
compared to European instruments and the presence 
of the broadest possible range of recipients. In addi-
tion, the UN Principles are in line with human rights 
and address cross-border data transfer perspectives 
and adequacy issues. According to them (de Hert and 
Papakonstantinou 2013: 274), these principles could 
achieve international governance status and foster 
pervasive legislation, for instance, the same way as 
the IP, citing the Berne Convention as an example 
(de Hert and Papakonstantinou 2013: 274), which 
settled the fragmented approach of national laws to 
IP protection in the late 19th century. Following the 
example of the creation of a dedicated international 
body for the protection of IP (now WIPO), they rec-
ommend the creation of an international DPA at the 
UN that would administer the application of the ex-
isting UN Guiding Principles (de Hert and Papakon-
stantinou 2014: 635, de Hert and Papakonstantinou 
2013: 320, 321).
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APEC Framework 
APEC (Asia-Pacific Economic Cooperation) in-

cludes 21 states, countries with strong domestic pri-
vacy traditions, such as New Zealand and Australia, 
and countries with minimal local privacy traditions, 
such as Taiwan, Vietnam, China and Thailand.

APEC Framework was adopted in 2005, a de-
cade later than European DPD, which spread its ‘ad-
equate protection’ principle to non-European coun-
tries by 2005. APEC Framework also did not find 
serious support to be recognized as a gold standard 
of data protection benchmark, mainly due to short-
comings such as the lack of rules for data storage, 
data export, and automated decision-making.

Sunni Yuen opines that the main reason lies in 
its ‘aspirational rather than a binding framework’ 
(Yuen 2007-2008: 60). She notes that a shortcom-
ing of the APEC Framework is ‘a large degree of 
discretion for firms to determine the appropriate-
ness and need to comply with the principles of data 
protection (Yuen 2007-2008: 59). Keele also does 
not support APEC Framework because of its volun-
tary nature and the possibility of divergent imple-
mentation by national governments (Keele 2009: 
365). De Hert and Papakonstantinou characterize 
APEC Framework as more flexible, with lower stan-
dard for data privacy protection (de Hert и Papak-
onstantinou 2013: 288). Phillips opines the APEC 
Privacy Framework has a voluntary regime with no 
independent legal effect (Phillips 2018: 526). Green-
leaf notes ‘that there are no APEC ‘rules’ at all, its 
Framework is a non-binding instrument, and APEC 
is not an international organization in the normal 
sense or even a treaty.” (Greenleaf 2013: 11). More-
over, he noted that APEC would be seen as a dead-
end because no one will follow non-binding rules  
(Greenleaf 2012: 80). 

In contrast to many scholars, Kuner prefers the 
APEC approach to DPD’s strict “adequacy require-
ments” because it is more flexible (Kuner 2009: 
313). At the same time, Kuner notes that APEC 
Framework is more a regional rather than a global 
privacy instrument (Kuner 2014: 58).

Directive 95/46/EC 
The European Convention on Human Rights and 

Convention 108 have been the foundation of Euro-
pean national data protection laws. However, due to 
the need for uniform application of these national 
laws, the DPD was adopted. Colin Bennet noted 
that the creation of the Directive was facilitated by 
the ‘prior agreement on data protection principles 
within the OECD and the Council of Europe’ (Ben-

nett 2018: 244). However, these principles were en-
shrined more effectively by DPD. DPD ‘cemented’ 
‘adequacy requirement’ for the transborder data 
transfer (Article 25), which entailed the diffusion 
and almost universal penetration of data protection 
principles (Philips 2018: 576). Many non-European 
countries had to align national privacy laws in con-
formity with DPD. Thus, the European regional pri-
vacy protection instrument spreading its provisions 
outside of Europe become a de facto global data pro-
tection standard. 

In 1993 Regan described differences between 
US and EU perceptions of privacy and the approach 
to its protection, the need for harmonized global 
standards and comprehensive omnibus law in the 
US, and the establishment of supervisory data pro-
tection authority (Regan 1993: 257). She noted that 
the then-unadopted DPD probably would ‘lead to 
a strengthening of US privacy’ (Regan 1993: 267), 
which happened later. 

For more than twenty years, DPD had a far 
greater global impact than thus far acknowledged 
and the main engine of the emerging data protection 
regime’ (Birnhack 2008: 508). Birnhack notes that 
the directive was undoubtedly drawn up taking into 
account ‘how third countries will react’ (Birnhack 
2008: 513). Moreover, this is what happened. For 
example, Yuen believes that the Directive’s extra-
territorial enforcement mechanism has made it the 
global standard (Yuen 2007-2008: 68, 82). Further-
more, she emphasizes that the reception of the DPD 
provisions from the standpoint of both practicality 
and efficiency allows for ‘making the Directive a de 
facto global benchmark’ (Yuen 2007-2008: 77).

Anu Bradford notes the “Brussels effect” on US 
companies doing business in Europe, which have 
been required to comply with the European Resi-
dents’ Privacy Directive and have been sanctioned 
for violating it. The US is the leading e-commerce 
country on the planet. As such, many companies 
have had to adapt their Terms & Conditions and 
Privacy Policies to reflect European privacy regu-
lations. Bradford argues that in many multinational 
companies, only the European privacy policy has 
company-wide application (Bradford 2012: 25). She 
notes that it is because of technical and economic 
non-divisibility of data and regulations, which re-
quire adequate data protection in all countries will-
ing to interact with a sizeable and attractive EU mar-
ket. ‘Subscribing to EU rules is the price of trading 
with Europe’ (Bradford 2012: 65).

Greenleaf describes ten global and ten European 
elements of DPD (Greenleaf 2012: 73,74,77). Many 
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elements can be found in many other national laws 
proving the DPD’s global impact on data protection 
legislation. 

Although most scholars tended to admit Euro-
pean Directive as a gold standard for regulating pri-
vacy globally, some disagreed. For instance, Kuner 
saw disadvantages of DPD because its extraterrito-
rial application did not account for the law at the lo-
cation of data processing properly (Kuner 2014: 64). 
He thought that any future global framework to be 
adopted should also address the rules about appli-
cable domestic law (Kuner 2009: 313).

Although Rossi disagreed with treating DPD as 
a gold standard setter, he had a different opinion. 
While pointing out two strengths of DPD (establish-
ing a supervisory authority and adequacy require-
ment), Rossi notes ‘two loopholes’ of DPD (Rossi 
2014: 70, 71). The first is Article 25, allowing inter-
national agreements, for example, the EU-US Safe 
Harbour (Rossi 2014: 72). The second is Article 4 
about the applicability of the national law, which 
can have weaker privacy protection than DPD, for 
instance, the Irish Safe Harbour (Rossi 2014: 74). 
According to Rossi, neither Europe nor governments 
set a global standard for Internet privacy but the 
companies (Rossi 2014: 77). He shares the opinion 
of Lessig and Rebecca MacKinnon that the software 
code regulates human behaviour almost in the same 
way as the law does (Rossi 2014: 76). Although the 
legal regulation can limit code regulation, the latter 
can ‘constrain human behaviour in ways that are not 
foreseen in legal regulation, subverting it’, for in-
stance, through setting of defaults. How choices are 
structured and offered to us influences the decisions 
we make (Rossi 2014: 77). 

GDPR
In response to historic challenges to privacy 

rights, data protection laws, including the EU Direc-
tive 95/46/EC (DPD), have evolved and expanded 
worldwide. Critical privacy threats that could not 
have been foreseen in the DPD emerged after its 
adoption, including the growth of the Internet, social 
media, online profiling and behavioral advertising, 
big data, and the Internet of Things. The European 
Parliament approved GDPR in April 2016, and on 
25 May 2018, GDPR became effective. DPD had 
a substantive role in setting data privacy standards, 
and the GDPR ‘was only possible because of twenty 
years of experience through the Directive’ (Ben-
nett 2018: 244). Thanks to more than twenty years 
of DPD implementation and the European case law 
about privacy, GDPR has become ‘the most ambi-

tious and comprehensive’, ‘multi-faceted instru-
ment’ which combines non-European ‘policy instru-
ments’ (Bennett 2018: 242). 

Many scholars treat GDPR as a global standard. 
Colin Bennet believes GDPR will impact on global 
protection of privacy because it, like DPD, ‘will con-
tinue to offer an important template of principles and 
provisions for other jurisdictions’ (Bennett 2018: 
245). Butarelli considers GDPR as a setter of ‘a 
genuine platform for global partnerships towards the 
‘global ubiquity’ of data privacy’ (Buttarelli 2016: 
77). Cunningham McKay admits the EU ‘extra-ju-
risdictional law’, because the regional and national 
instruments do not fit effective regulation of data pri-
vacy on a global scale (McKay 2016: 449). Cedric 
Ryngaert & Mistale Taylor also believe GDPR is a 
worldwide standard (Ryngaert and Taylor 2020: 9). 

Rustad and Koenig have the same opinion, not-
ing that GDPR is ‘a bilateral synthesis of U.S. and 
EU privacy law’ (Rustad and Koenig 2019: 453). 
They mark GDPR as the basis of a worldwide “gold 
standard” for global data privacy’ (Rustad and Koe-
nig 2019: 366), but not purely European because 
‘much of the GDPR originated in U.S. law’ (Rustad 
and Koenig 2019: 453). In their view, GDPR is a 
‘hybrid’ EU and US instrument (Rustad and Koe-
nig 2019: 412, 450, 453). Although many acknowl-
edge the ‘Brussels effect’, they think there is also the 
‘D.C. Effect’ (Rustad and Koenig 2019: 365, 371, 
412, 429). For instance, the GDPR took many US el-
ements: ‘long-established US tort concepts’, Privacy 
by Design, wealth-based punishment, and security 
breach notification obligations’ (Rustad and Koenig 
2019: 368, 369, 371).

Paul Schwarz agrees with other scholars about the 
‘pathbreaking impact of EU privacy law (Schwartz 
2019: 776). In his opinion, most countries followed 
the European omnibus legal approaches ‘due to 
their ease of enactment and comprehensiveness’ 
(Schwartz 2019: 818). Even the US used the appeal-
ing ‘EU-style data protection idea’. ‘This phenom-
enon represents another way the EU has …reached 
important actors through the force of appealing ideas 
and a range of different kinds of interactions, which 
lead to a general process of acculturation to EU pri-
vacy concepts’ (Schwartz 2019: 817).

Conclusion

The results of the study of scientific papers on 
international data protection instruments show that 
the OECD and UN guidelines have influenced the 
formation of the global legal regime but are not sup-
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ported due to their voluntary nature and the lack of an 
implementation mechanism. The APEC Framework 
Convention is not regarded as a global standard due 
to its regional, non-binding and weak, albeit flexible, 
protection regime.

Although the European data protection model 
has been criticized, mainly by American scientists 
and politicians, it has confirmed its validity as a glob-
al standard. It has made a significant contribution to 
the development of legal data protection around the 
world. The adequacy requirement of Convention 
No. 108 and the DPD have extended data protection 
principles beyond Europe more effectively than non-
binding OECD, UN and APEC guidelines. Strict 
requirements and oversight by data protection au-
thorities have increased awareness of data subjects’ 
rights. Moreover, the strict policies of the European 
Union have led to improvements in corporate regu-
lations and privacy policies of companies, including 
prominent US companies (Schwartz 2019: 773). The 
enforcement of DPD by the European Court of Jus-
tice also significantly influenced data protection law.

Decades of DPD implementation and the ‘DC 
effect’ played a significant role in shaping the provi-
sions of the existing GDPR. GDPR does not need 
to be recognized as a gold standard in some official 
way or procedure. It is a ‘the core of a de facto glob-
al policy standard’ (Rustad and Koenig 2019: 432).

However, given that GDPR is a regional instru-
ment with an extraterritorial effect, it seems justifi-
able to agree with Graham Greenleaf that Conven-
tion 108+ as a short version of GDPR that allows 
other countries to accede to it could become more 
international and global ‘in its ownership’ (Green-
leaf 2013: 11).

The strength of the European data protection 
model lies in its aim to protect all European indi-
viduals’ fundamental rights and freedoms. Many 
scholars marked Europe’s complex approach to 
safeguarding fundamental rights compared to the 
US’s fragmented and sectoral privacy law. In addi-
tion, the basic principles of data protection received 
effectiveness through binding Convention 108, the 
establishment of data protection authorities and pri-
vacy law enforcement. 

Europe is a multinational and multicultural re-
gion that cannot ignore different cultural contexts, 
legal frameworks and economic interests (Mantelero 
2021: 4). That is why the European data protection 
model, formerly Convention 108 and DPD, and now 
the Modernized Convention 108+ and GDPR, reflect 
universal principles and standards for personal data 
protection, which make them globally recognized 
models, already implemented in many countries of 
the world, and which allow maximum converge and 
harmonize national laws.
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